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Parking lots constitute a risky place for laptop computers. “We've had
units stolen out of cars when an employee goes into a restaurant to grab
a hamburger. for instance.” says Sean Shiviey. IT/inventory manager for
Smart Documents Corp., a healthcare software and consulting company
Security Tracking of Office Property (STOP), a Norwalk, Conn -based
vendar, has helped law enforcement ofﬁmalt to recover laptops stolen
from cars and other places.

Through pure coincidence, March 26, 2003, tumed outto be a
particularty red-letter day for STOP, marked by recoveries of three
laptops nabhed by thieves from automobiles

First, alaptop snatched from a rental car turned up in a trash binin San

Diego. Later, a homeowner in Vienna, Va,, discovered two laptops lying
on the street near the house. The PCs in Virginia had disappeared from

the trunk of somebody's car the night before.

Brand new laptops also get misplaced or stolen during shipment to
customers, from either delivery trucks or loading docks. Additional
venues for computer theft include airports, hotel rooms, houses and
college classrooms, experts say. In other scenarios, employees and
students either refuse or conveniently “forget” to turn in their
previously issued laptops

Some thefts seem to be prompted by corporate espionage or just plain
nosiness. Yet, stolen laptops also turn up forresale in places ranging
from Web-based auction sites to pawn shops. Ironically, the security
risks can be even bigger for smaller mobile devices such as PDAs and
cell phones.

It doesn't take heaps of criminal know-how to snatch a cell phone off an
airplane seat while its owner catches anap on ared-eve flight. Tet that
same mobile device might contain confidential contact information such
as unlisted home phone numbers, and if'it is one of the newer models, it
might even hook up over the Intemet to a sales database on a corporate
network

The good news is that mobile device security keeps getting better all the
time. Approaches with proven track records run the gamut from
“tattooing’ the portable hardware with special ID numbers to high-tech,
Lojack-type techniques that send out alerts whenever stolen devices are
used for Intemet access.

In the first group of products, STOP produces physical security plates
for laptops with numbers that are registeradin a Web database. The bar
code numbers on the plates are also indelible, says Doug Belfiore, a
company executive. Even if a thief manazes to remove the plate, a tattoo
math remains permanently on the device

“STOP is planted in the physical world” Belfiore says. “We rely on the
age-old ‘branding” concept that says, “this belongs to somebody else,
so don'tuseit.” And we “brand’ the equipment in ways that don't give
away the owner's personal information.™

Last May alone, STOP helped to recover at least 17 lost or stolen
laptops. In Houston, six units — piffered the day before from a hotel —
wete found in a shed behind a vacant house by the deputy sheriff's
office.

The crooks in Houston managed to remove the plates from the backs of
the machines; however, police were able to use STOF's indelible tattoos
to identify the rightful owners

Lojack for laptops

Absolute Software Inc.. Vancouver. has come up with a software-based
solution called Computrace. When a Computrace-enabled computer is
reported lost or stolen, an alert is sent to a company-operated
monitoring center. If the computer is then used for Intemet access,
Computrace is able to identify and disable the device, accord.ma to John
Livingston, Absolute's chief executive officer. Along the same lines as
STOP, Absolute then works with law enforcement officials and other
government agencies to get the laptop back to where it belongs.

In one case, for example, alaptop reported stolen from a college in
Iflinois started calling the Intemet from an Army barracks elsewhere in
the U.5.. and then suddenty. from Irag.

As it tumed out, the callerin Irag bought the laptop in Mlinois — without
realizing he had purchased stolen goods — just before enlisting in the
National Guard. When Absolute got in touch with the new guardsman in
Iraq, the soldier immediately sent the PC back to the U.S. for retumn to its
ownet. In a show of support for overseas troops, Absolute supplied the
guardsman with a replacement PC

Often, laptop recovery efforts help police to solve other criminal cases.
In Texas, law enforcement officials used Absolute’s Computrace to track
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police spotted not just the laptop but a stolen hwnry SUV valued at over
550.000. Numerous arrests followed.

Beyond the successes so far, vendors are either enhancing their
techniques for theft detection or are planning to do so in the near future

STOP, for instance, is considering augmenting its bar-code technology
with embedded RFID chips. “This would allow computers to be tracked
at building exits, as well as throughout {corporate, government agency
and college) campuses.” Belfiore s

In another example of changes in the works. Absolute has now moved
bevond offering its technology as software only. Over the past vear, the
company has forged deals with major laptop manufacturers Dell,
Gateway, Fujitsu, Hewlett-Packard and Lenovo to embed Computrace
directly into the bios of computer hardware.

“Whenit's embedded in the bios. Computrace cannot be removed. even
if the hard drive is taken out,” Livingston says. Absolute has also
integrated a “stealth” system, aimed at preventing thieves from knowing
that Computrace is aboard at all. The technology also contains the
capability to wipe data off of any Computrace-enabled stolen computer
that appears on the Internet.

Absolute customer Smart Documents has now deployed 823
Computrace-enabled Dell laptops, mainly among mobile workers such as
salespeople and who visit clinics and
hospitals to process requests for medical records.

anning representative

Although most of the PCs were purchased before the embedded version
of the technology became available. at least 60 of them are indeed
embedded with Computrace, Shivley says. “We love Computrace, and
s0 does the local police dep Tvedsor dedit to alot of
other people,” he adds.

Since beginning to use Computrace, Smart Documents has seen seven
laptop thefts, with six of the PCs being recovered typically within 30
days.

“Tknow that the seventh laptop was stolen too, but it has not called in
to the Internet vet. Either it got trashed or the hard deive was removed.”
Shivley says.

Smart Documents also uses Computrace for asset tracking and certain IS
{information security}-oriented functions. “(Computrace) will tell you
whether there are any units that have not been active for the past 21
davs, or whether anvbody has violated (company) policy by
downloading software off the Internet, for example,” according to the IT
supervisor.

Student laptops recovered

William Penn University in Oskaloosa, Iowa, on the other hand, has
issued Computrace-enabled Gateway laptops to all students in its
program for working adults. All of these PCs from Gateway use the
embedded version of Computrace

“We've experienced pretty good success recovenng two of the three
laptops that have been stolen since then,” savs Curtis Gomes, the
university's information technology supervisor.

One of these three PCs was stolen from a car and another from a
classroom. In the third case, an adult student allegedly kept the
computer after completing the program and then sold it to someone else

Gomes strongly suspects that the PC, which disappeared from the
classroom, was grabbed by a vounger student who'd been removed from
the university's main campus program due to poor grades.

“He was frustrated because he had gotten kicked out,” he says.
Subsequently, the alleged thief moved to California.

Miniature mobile devices

Absolute has also been finishing up vet another edition of Computrace.
The latest one is specifically designed for Windows Mobile-based
PDAs, Livingston says. Versions for other sorts of miniature mobile
devices are expected to follow.

Many other vendors produce IS software that protects PCs and servers
in other manners. for example. by encrypting {or “'scrambling” data).
keeping out urwanted network traffic or chasing out malicious software
code, known as malware.

Some of these companies are also teaming up with mobile hardware
malkers or mobile carriers on embedded security. In this category, anti-
malware expert McAfee Inc. is pursuing an entirely [S-oriented approach
geared to protecting the data of mobile phone users. Bevond a recently
inked deal with Cingular Wireless, MeAfee is partnering with Motorola,
Verizon Wireless, Sony Ericsson and the Japanese-based Docomo, savs
Todd Gebhart, a senior vice president at McAfee

Gebhart is quick to acknowledge that the world has vet to see anv kind
of massive viral outbreak on cell phones. But newer devices such as
“feature phones” and “smart phones™ are already facing some I8 issues
according to Gebhart, who points to infected IMs (instant messages)
and security holes in wireless Bluetooth technology as a couple of
examples.

“We believe that right now is a good time to be thinking about mobile
security. Security should not be an afterthought,” Gebhart says.



MeAfee's IS technology for mobile phones also contains complementary
capabilities, not vet implemented for centralized device lockdown and
software “clean-up,” Gebhart savs.

Despite the almost unarsuable benefits of mobility for today's worlforce,
keeping a steady watch over these moving targets for theft and
tampering can be a daunting task. But with the effective tools already
available and others now in the pipeline for the future, the job is getting

casier.
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